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INTRODUCTION 

1. The technical architecture which underlies the Data Transfer Network (DTN) has a number of resilient 

features designed to mitigate the loss of components e.g. Gateways, local communications links etc. This 

section of the DTH describes the resilient features and the contingency arrangements regarding their use. 

RESPONSIBILITIES 

2. The Service Provider is responsible for: 

a. Providing a resilient communications network which meets the service levels defined in the DTSA; and 

 

b. Managing the recovery process in the event of any service failures.  

2. ElectraLink is responsible for: 

a. Monitoring performance against the service levels and ensuring that the Service Provider has made 

adequate contingency arrangements. These arrangements consist of provision and maintenance of 

hardware, software and operating processes; and 

b. Ensuring that a suspected or expected degradation of the service is reported to relevant Users as soon 

as reasonably possible 

3. Users are responsible for: 

a. Preparing themselves to adopt the contingency arrangements set out in this part of the Data Transfer 

Handbook and the relevant part of the DTS User Guide;  

b. Establishing and maintaining any systems or processes which they deem to be necessary in order to 

minimise the impact on themselves of any failure of the DTS; and  

c. Operating and restoring their own facilities and infrastructure if they should fail. This would include a 

site failure that meant that a Gateway installed on that site became inoperable. 
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OTHER RELEVANT DOCUMENTS 

4. Other Relevant documents are: 

a. S05P1_DRB_Invocation Procedure found in Section 5 of the “Data Transfer Handbook”; and 

b. S07P1_Optional_Services found in Section 7 of the “Data Transfer Handbook”. 

RESILIENCE FEATURES OF THE DTN 

5. This section summarises the resilience features which are:  

a. Gateway resilience; 

 

b. Resilience of local communications links; 
 

c. Resilience of the DTN Wide Area Network; 

 

d. Resilience of the central messaging hub; and 

 

e. Resilience of the central messaging hub site. 

 Gateway Resilience 

6. The Gateway resilience features available depend on the type of Gateway and how it has been 

configured. Where possible, resilience features have been designed for automatic fail-over thus 

minimising action required from Users to invoke resilient systems.  

7. In the event that a User Gateway is unable to send or receive messages, the DRA service may be brought 

into operation by the Service Provider. The DRA service is available to both High and Low Volume 

Gateway (HVG/LVG) Users. Switch over to the DRA will not require intervention from Users providing that 

the required IP details have been provided by the User. Please see Appendix A for a description of the 

required details, and network diagrams explaining DRA. The DRA service will in effect replace the physical 

Gateway with a Virtual Gateway within the messaging hub which will handle traffic until the physical 

Gateway becomes available again.  
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8. A further option, (DRB) is available to Users and provides an additional router with a communications line 

located on the User’s DR site. This can provide Users with additional resilience against extensive physical 

damage to their Gateway arising from events such as fire in the room or building where the Gateway is 

located. Typically, the Additional Router is installed in a different room, building or site to the User's 

primary Gateway. Some Users have requested this facility as part of their own contingency arrangements. 

(Note: an additional router could also provide additional resilience against communications problems 

which disable both MPLS and the stand-by DSL connections to a User’s Gateway). Charges for the 

additional router are shown in Section 6 of the DTH “Schedule of Charges”.  Appendix B references a 

document on how to invoke the DRB procedure. 

9. For HVG Users requiring a dedicated standby Gateway in case of a disaster at their site which affects their 

primary HVG, the Warm Standby Gateway (WSG) option is available. This requires the User to purchase 

an additional HVG which is connected to the service via MPLS, but without the corresponding DSL backup 

link. In the event of a disaster, the Service Provider will cut-over to the User’s WSG within 12 hours. In 

addition to the ongoing maintenance charges for the additional HVG there is also a one-off charge for this 

additional service which is documented in Section 6 of the DTH “Schedule of Charges”.  

10. The Service Provider is required to rectify Gateway hardware and software faults to the service levels 

specified in the DTSA. Faults may be detected directly by the Service Provider, via its network monitoring, 

or reported by Users to the Service Provider helpdesk. 

 Resilience of local communications links 

11. High Volume Gateways and Low Volume Gateways have two communications links to the DTN Wide Area 

Network (MPLS). The primary link is a dedicated MPLS connection with a back-up provided through a DSL 

link. Each HVG/LVG communications link is served from the same router within the Gateway. Switch over 

between links is automatic and requires no intervention from Users. Switch over between links will not 

normally be apparent to Users and will not compromise the performance of the service. 

 Resilience of the DTN Wide Area Network 

12.  The Wide Area Network infrastructure consists of a core meshed MPLS service and access links. The 

Service Provider typically provides diverse routing between Gateways and the message hub. This is 

managed by the Service provider and requires no actions by Users. 

13. A DSL service is used to provide back-up communication links for HVG’s and LVG’s to mitigate any failures 

in the MPLS service. As noted in the previous section, switching to DSL requires no intervention from 

Users. 
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 Resilience of the central messaging hubs 

14. The messaging hub is duplicated, with each hub being sized to support the forecast DTN traffic load. The 

primary hub is at one physical, high security site and the secondary hub is at a separate, high security site.  

In the case of failure, switching between hubs is performed automatically and requires no intervention 

from Users. This switch over may take up to 12 hours.# 

15. Duplicated communications links into each of the hub sites comprise of two separate MPLS routers and 

connections, each with DSL back-up links. All routers and MPLS connections are individually capable of 

supporting forecast DTN traffic load. The DSL links are not sized to support the full data load; however 

they may take traffic for a number of Gateways simultaneously if required. In the case of failure, 

switching between routers is performed automatically and requires no intervention from Users. 

 Resilience of the central messaging hub site. 

16. The primary and secondary messaging hubs are both capable of handling normal DTN traffic.  In the event 

of a major site or system failure at one of the hub sites, the other site is configured to deal with the 

traffic. 

17. All Users will be notified of a failure of the primary or secondary Hub site. Either ElectraLink or the Service 

Provider will send out the communication to all Gateway operations contact points as listed in the Name 

and Address book. No action is required from either HVG or LVG users. RUS Users may need to change 

the connection details in their VPN client to the secondary site if their normal site is the one affected; this 

is documented in the RUS User Guide provided by the Service Provider. 

Contingency Management 

18. In the event of any problem, the Service Provider’s first priority will be the restoration of DTN message 

transfer capability. The second priority will be the restoration of management functions such as 

information reporting systems and Gateway configuration management systems, Web Tools etc. 

19. As described above, most of the network’s resilient features operate automatically to ensure continuity 

of service. 

20. For situations where User intervention is required, the Service Provider will contact Users directly and the 

appropriate procedures will be implemented. 

21. Where a loss of service occurs that potentially impacts Users, the Service Controller (or the Service 

Provider, if outside normal working hours) will notify the relevant Users according to details maintained 

in the Name and Address book. Additionally, if one Gateway is out of service for a prolonged period of 

time, all Users are notified. Notification of the problem occurs after a predetermined period of time 

(currently 4 hours), which is agreed with the DTS User Group. This period of time may be amended from 

time to time, with the DTS User Group's approval. 



 

 
FILE REF:  S05P1_Contingency_Arrangements V5-1 
COUNT:  Page 8 of 10 
DATE: Created on 23/11/2015 10:33:00 
 
 
 

DATA TRANSFER HANDBOOK 
© 2015 Electralink Ltd. 

 
 
 
 

DATA TRANSFER HANDBOOK 

SECTION 5  

Contingency Arrangements 

22. Users needing to raise any issues as a consequence of contingency arrangements being invoked should 

use the User Helpdesk procedure in Section 4.3. 
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Appendix A IP Address Details required for the operation of the DRA and 

DRB services 

23. Table 1 contains details required for the operation of the DRA and DRB service. 

Description Required for 

DRA/DRB 

Notes 

ADDITIONAL IP ADDRESS ON THE USER LAN DRA/DRB Required for all HVG/LVG Gateways to route traffic from User 

boundary device to DTN Router in DRA/DRB mode 

SUBNET ID AND MASK FOR THE ORIGINATION 

OF USER TRAFFIC TO THE DTS. 

DRA/DRB In the event that DRA is invoked Users will no longer be 

interacting with the Gateway server and therefore the DTS 

needs to be aware of where traffic will be originating from. 

TWO ADDITIONAL IP ADDRESS ON THE USER 

LAN WHERE THE GATEWAY EMPLOYS 

GATEWAY PUSH/PULL HOSTS  

DRA only Only required for those Gateways where Gateway Push/Pull 

Hosts are in use 
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24. Figure 1 – Gateway in normal operation 

 

 

 

 

 

 

 

 

 

 

 

 

25. Figure 2 - Gateway in DRA mode 

 

 

 

 

 

 

 

 

 

 

 

 


